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Traditional Approach to
Security

Programs are treated as “black boxes”.
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Language-Based Security

m Code analysis — type-safe languages, €tc;
B Rewrite code — software fault isolation (SFI), etc;

m Certifying compilation, proof-carrying code (PCC).
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Quick Information

Web Page: http://nogin. org/ cs101/

Time: WEF 1:00-1:55

Place: Jorgensen 287

Instructor: Aleksey Nogin

Units: 9 (24+0+7), pass/fail or letter grade

Office Hours: Wed 6 PM, Moore 04 and by appointment
TA: Nathan Gray
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http://nogin.org/cs101/

OCaml Syntax — Basics

p

1+ 2
1.0 +. 2.0
let x =2 + 4

Operations on integers:
Operations on floats:
Variable definitions:
Function definitions: let f x = x + 1

Anonymous functions: fun x -> x + 2
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A-Calculus: Syntax

_7*)

Expressions:
e:=n (Numerical constants)
| e1 opes (Binary operations; op = +,
| \x:t.e  (Functions — “fun x:t -> e”)
| e1 e (Function applications)
Types:
t:=int (Integers)
| t1 — to  (Functions)
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M-Calculus: Evaluation

Notation:
e —v Expression e evaluates to (computes to)
value v
A o A, .
Whenever assumptions A; are true, the con-
C clusion C' must be true as well. If n is 0, C'

must be true unconditionally.

Numbers and functions are values:

n—mn At t.e— v :te

€1 ——n1 €2 —— N2

n =mniopny

Binary operations:
eropey —n
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M-Calculus: Evaluation

Numbers and functions are values:

n—mn At it.e— v :te

— Ny €2 —— N2

n=mniopny

. . €1
Binary operations:
elopey —n
Function applications:

e — \v:te] ea— v ejfv/x] —

e1 69 — v

Here ¢/ [v/ ] stands for the result of substitution of the value v

for the variable x in expression ¢].
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=

A-Calculus: Example

In OCaml we had:

# let twice f x =f (f x);;
val twice: ("a->"a) ->"a
# let addl x = x + 1;;

val addl : int -> int = <fun>
# let add2 = tw ce addil;;

val add2 : int ->int = <fun>

-> '"a = <fun>

| # add2 3;;

- int =5
In A-Calculus, add2 3 is (()\f.)\z:.f (fz)) \z.z+ 1)> 3
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A-Calculus: Evaluation
Example

(()\f.)\x.f (f2)) Qz.x+ 1)) 33—
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A-Calculus: Evaluation
Example

(Af2xz.f(fx) Awax+1) —

(()\f.)\x.f (f2)) Qz.x+ 1)) 3 —
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A-Calculus: Evaluation
Example

=

MAf (f @) —

(Af2xz.f(fx) Awa+1) —

(()\f.)\x.f (f2)) Qzx+ 1)) 3 —
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A-Calculus: Evaluation
Example

MAf (f @) —
MAz.f (f z)

(Af2xz.f(fx) Awax+1) —

(()\f.)\x.f (f2)) Qz.x+ 1)) 3 —
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A-Calculus: Evaluation
Example

Az f (fz) — Ar.x+1—

MAz.f (f z)

(Af2xz.f(fx) Awar+1) —

(()\f.)\x.f (f2)) Qz.x+ 1)) 3 —
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A-Calculus: Evaluation
Example

-

Ax.x+1—
Ax.x + 1

MAf (f @) —
MAz.f (f z)

(Af2xz.f(fx) Awax+1) —

(()\f.)\x.f (f2)) Qz.x+ 1)) 3 —
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A-Calculus: Evaluation
Example

-

Ax.x+1—
Ax.x + 1

MAf (f @) —
MAz.f (f z)

Az.(Ayy+1) (Azz+ 1) z) —

(Af2xz.f(fx) Awa+1) —

(()\f.)\x.f (f2)) Qzx+ 1)) 3 —
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A-Calculus: Evaluation
Example

Ax.x+1—
Ax.x + 1

MAf (f @) —
MAz.f (f z)

Az.(Ayy+1) (Azz+ 1) z) —
Az.(Ay.y +1) (Az.z + 1) z)

(Af2xz.f(fx) Awax+1) —

(()\f.)\x.f (f2)) Qz.x+ 1)) 3 —
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A-Calculus: Evaluation
Example

=

Ax.x+1—
Ax.x + 1

MAf (f @) —
MAz.f (f z)

Az.(Ayy+1) (Azz+ 1)) —
Az.(Ay.y +1) (Az.z + 1) z)

(Af2xz.f(fx) Awar+1) —
Ae.(Ay.y+1) (Az.z + 1) x)

(()\f.)\x.f (f2)) Qz.x+ 1)) 33—
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